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SPIRS addresses innovative approaches to provide 
security and data-privacy to future Information and 

Communications Technology (ICT) elements
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The main goal of SPIRS is to establish chains of trust rooted in the 
silicon manufacturing process for ICT systems, and apply them in 
improving the supply chain for networked infrastructures.

Objective 1.
Design of a platform with a tamper-proof silicon RoT.

Objective 2.
Design of a TEE using the silicon RoT.

Objective 3.
Integration of the platform into network infrastructures using the 
silicon RoT.

Objective 4.
Implementation of the platform.

Objective 5.
Evaluation of the platform in different scenarios: Industry 4.0 and 
5G Communication Infrastructure and management systems.

Objectives Workplan

Consortium

5countries

9 partners
3 large companies
1 SME
5 academic centers

SECURE PLATFORM FOR ICT 
SYSTEMS ROOTED AT THE SILICON 
MANUFACTURING PROCESS (SPIRS)

WP 5: Platform implementation

WP 2: Design of silicon RoT

WP 6: Platform validation

WP 3: Design of TEE WP 4: Integration into
network infrastructures
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It integrates a hardware dedicated Root 
of Trust (RoT) and a processor core with 
the capability of offering a full suite of se-
curity services. RoT is implemented in hard-
ware with a dedicated circuitry to extract a 
unique digital identifier for the SPIRS plat-
form using a silicon CMOS Physical Un-
clonable Function (PUF). The RoT also inte-
grates attack resistant cryptographic hard-
ware cores that incorporate countermeas-
ures, so minimizing the vulnerability 
against side-channel (SCA) and fault injec-
tion (FA) attacks. The security of the core is 
reinforced with the implementation of a 
mutual authentication scheme between the 
RoT and the embedded software. To build 
a complete solution, the project also fea-
tures a Trusted Execution Environment 
(TEE), secure boot, and runtime integrity. 
Furthermore, the SPIRS platform will be 
able to leverage this capability to support 
privacy-respectful attestation mechanisms 
and enable trusted communication chan-
nels across 5G infrastructures and the re-
spective management domains.

Beyond the construction of the SPIRS platform, the project provides solutions to integrate it in 
the deployment of cryptographic protocols and network infrastructures in a trustworthy way, 
leveraging the RoT provided by the platform. This includes the implementation of chains of 
trust using the physical identity, also known as trust anchor, derived from the PUF suitable for 
remote and direct anonymous attestation, and its integration with network orchestration 
mechanisms endorsing security and privacy protection in edge and cloud infrastructures. The 
SPIRS project will extend existing open-source network orchestration frameworks to 
demonstrate the applicability of these trust anchors and attestation procedures in the 
development of IoT network gateways building a Trusted Network Edge Device (TNED). In 
addition, the ambition of the project is to ease the design of secure and privacy-friendly IoT 
architectures by developing a hardware design integration framework. This framework will 
bring flexibility to the design of the SPIRS architecture, will automate its validation and 
participate to the continuum of the chain of trust from the hardware up to the network.

SPIRS technological advances can be 
integrated in applications and services 
for multiple sectors. To validate this, the 
project plans to demonstrate its results 
considering two different scenarios: 
Industry 4.0 and 5G networking.
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Research teams that participated 
in the kick-off meeting of SPIRS.

Some members of IMSE and ITEFI 
groups that participate in SPIRS.


